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• at 36th second, the initial reference system (SRI) failed 

• then abrupt veer of engines 

• and rocket explosion
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9999999999999999
+ 2

10000000000000001

1, 23� 1016

= 12300000000000000

• failure is due to a software bug in SRI2: 
- Ariane 5 horizontal bias is 5 times larger than in Ariane 4 

- thus overflow of a variable in the embedded program of SRI2 

- SRI2 program stopped
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• backup program in SRI1 took control: 
- as SR1 program is same as SRI2 program 

- it was also stopped for same reason as for SRI2

• without SRI, rocket has no longer good direction: 
- veer of engine nozzles 

- explosion

• failure is due to a software bug in SRI2: 
- Ariane 5 horizontal bias is 5 times larger than in Ariane 4 

- thus overflow of a variable in the embedded program of SRI2 

- SRI2 program stopped
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• the failing part of SRI program was used to re-align Ariane 4 in 
case of a late stop of countdown and works only until H + 40s

?

• this code was useless for Ariane 5 

• but code was kept because already well tested on Ariane 4.
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The new ADA code
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What to do ?

• 140000 lines of ADA + assembly 68000 
- “bottom-up” analysis 

- large documentation, but rather general

• compile the code 
- to manipulate it

• 3 software modules 

- written with strict programming rules 

- multi-tasking with many shared variables













Shared resources

Bob

any available seat ? 

“yes” 

I take it
any available seat? 

“yes” 

I take it



Shared variables 
between several tasks

• soient 2 tâches     (alice) et     (bob) 

• x est une variable partagée entre     et     (nb de sièges libres)

T1 T2

T2T1

If x > 0 then 
Réserver(); 
x := x - 1;

If x > 0 then 
Réserver(); 
x := x - 1; 

T1 T2
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Detection of shared variables

• PV (programme de vol) large Ada program with 5 tasks 

• find the shared variables ! 

• 80000 lines of ADA + 10000 lines of MC68000 assembly code 

• take care of aliases



Alias
function RéservationAlice (avion) = 
If avion.placeLibres > 0 then 
RéserverSiègeAlice(avion);  
avion.placeLibres := avion.placeLibres - 1;;

function VoyageMSR () = 
RéservationAlice (airbusAF318); 
RéservationBob (boeingAF737);;

function RéservationBob (avion) = 
If avion.placeLibres > 0 then 
RéserverSiègeBob(avion);  
avion.placeLibres := avion.placeLibres - 1;;



Alias
function RéservationAlice (avion) = 
If avion.placeLibres > 0 then 
RéserverSiègeAlice(avion);  
avion.placeLibres := avion.placeLibres - 1;;

function VoyageINRIA () = 
RéservationAlice (airbusAF318); 
RéservationBob (airbusAF318);;

function RéservationBob (avion) = 
If avion.placeLibres > 0 then 
RéserverSiègeBob(avion);  
avion.placeLibres := avion.placeLibres - 1;;



VoyageINRIA

RéservationAlice

RéservationBob

airbusAF318
lecture/écriture

Access to shared variables



VoyageMSR

RéservationAlice

RéservationBob

airbusAF318

boeingAF737

lecture/écriture

lecture/écriture

Access to shared variables



Alias

function Disponibilité (avion) : string = 
If avion.placeLibres > 0 then 
return “oui” else “non”;;

function Annulation() = 
If Disponibilité (airbusAF318)= “non” then 
  AnnulerVoyageINRIA (); 



VoyageINRIA

RéservationAlice

RéservationBob

airbusAF318
écriture

Access to shared variables

Annulation

Disponibilité

airbusAF318
lecture



Access to shared variables



Accès aux variables partagées



Access to shared variables



Access to shared variables



Access to shared variables



Alias detection

• 10-year long work by Alain Deutsch --- IABC (INRIA Interprocedural 
Array Bounds Checker) 
• big community of “alias analysis”, “points-to analysis” 

• static analysis, abstract interpretation 

• approximation of result 

• ensures no-aliases 
!

• IABC worked on C programs 

• efficient program and rather precise



Long list

From Ada to C and IABC

IABC

Gnat
1ères passes

Ada CASAs ASA2C

Format

Graphviz  
program

Graphviz Postscript
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Assembly language parts

• read documentation 

• make ADA stubs



January 1997

PV SRI
Unité  

échange



























































Collaboration with Aérospatiale

• beautiful contract (700kf in 3 months...) 

• several bugs [gonthier] +++ 

• interval analysis [deutsch] ++ 

• work on floating point [deutsch] +- 

• simulation of LSSI automaton with Promela [gonthier] -- 

• participation to qualification committees of flight 502 ++
[deutsch, gonthier, doligez, rouaix, skubi] 

• article in an international conference on avionics [deutsch, 
gonthier]

(renamed EADS & Airbus)



Static analysis

x := 1!

!

while x < 10000 do!

!

x := x + 1;!

!

done;

{X1 = �}

{X2 = �}

{X3 = �}

{X4 = �}

X1 = [1, 1]
X2 = (X1 ⇤ X3) ⌅ [0, 9999]
X3 = X2 � 1
X4 = (X1 ⇤ X3) ⌅ [10000,+⇥]

[Cousot’s 78]
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Static analysis

x := 1!

!

while x < 10000 do!

!

x := x + 1;!

!

done;

X1 = [1, 1]
X2 = (X1 ⇤ X3) ⌅ [0, 9999]
X3 = X2 � 1
X4 = (X1 ⇤ X3) ⌅ [10000,+⇥]

{X1 = [1, 1]}

{X3 = [2, +�]}

Elargissement
{X2 = [1, +�]}

{X4 = [10000, +�]}



Static analysis

x := 1!

!

while x < 10000 do!

!

x := x + 1;!

!

done;

X1 = [1, 1]
X2 = (X1 ⇤ X3) ⌅ [0, 9999]
X3 = X2 � 1
X4 = (X1 ⇤ X3) ⌅ [10000,+⇥]

{X1 = [1, 1]}

{X3 = [2, 10000]}
Fixpoint

{X4 = [10000, 10000]}

{X2 = [1, 9999]}



Static analysis

(D,�)•             complete lattice,    monotonic function 

•     has least fixpoint (Knaster-Tarski thm)

f

f

�
f (�)

f 2(�)

Yf

f n(�)
a

f n�2(a)

f p(a) = f p+1(a)



Static analysis of aliases

• aliases inoffensives when imutable data (they indeed improve 
meory allocation) 

• fonctionnal languages (ML, Caml, Haskell) privilege the usage 
of imutable data. 

• aliases dangerous when mutable data 

• finding aliases is often the first step of a static analyzer.



• flow-sensitive methods (CFA) non tractable on large 
programs. 

• flow-insensitive methods[Andersen 94] deal in a few seconds 
on several 1000 locs. 

• flow-insensitive and context-insensitive methods are even 
more efficient [Steensgaard 96, Das 00, Heinze/Tardieu 02] 

• other contextual methods [Deutsch 94]

Static analysis of aliases



OctoBER 1997
A502 Suspense and Success: Account of Flight A502 
The 17 months of effort after the June 1996 failure paid off on 
30th October 1997 when Ariane 5 fully completed its second 
qualification flight. There was, however, some suspense 
during the flight when engineers realized in real time that the 
launcher was being submitted to an excessive roll after 
separation of the solid boosters and up to the end of the 
cryogenic stage flight ....

“Le logiciel a marché à 120%” 

« Software worked 120% »



Afterwards...

• Polyspace: start-up company [deutsch, pilaud] 

• code analysis ARD, ATV, other satellites [deutsch]!

• programming rules of CNES [deutsch, gonthier] 

• expertise of Columbus code[jjl, gonthier, blanchet, muller]!

• ESA programming rules [gonthier, jjl] 
!

• at ENS, Astrée analyzer now does much more for A380 

• still nice days for static analysis of programs 

• ...  and verification of programs (embedded or not) 
!

• our Moscova research-team well evaluated at INRIA



Conclusion

• Ariane 501 proved in real scale the importance of software 
bugs. 

• One can use elementary methods taken from theory of 
programming and/or concurrency. 

• Analysis on existing programs 

• Application of results of research (IABC) 

• Lot of fun ...




